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Traditional cultural expression and the Internet world∗ 
 
Brian Fitzgerald and Susan Hedge+ 
I  Introduction 
 
In 2007 we live in a world where vast quantities of information can be 
communicated around the globe via the Internet at little cost and in rapid time. This 
has the benefit of allowing wide-ranging access to knowledge, while at the same time 
creating the potential for misuse of that knowledge.  
 
It is inevitable in this environment that traditional cultural expression (TCE) 
will be disseminated on the Internet, both in ways that accord with the wishes of its 
custodians and in ways that do not. The aim of this chapter is to consider mechanisms 
which might be used to better protect TCE in the Internet world. 
 
Until the WIPO-endorsed legislative proposals (discussed below)1 are enacted 
as ‘hard’ law around the world,2 indigenous peoples have to rely on a variety of other 
mechanisms to protect TCE, including soft law options such as protocols or 
guidelines for permission and use. In the near term, protocols will be a key regulatory 
strategy for protecting TCE in the Internet world, and, to this end, clear protocols 
attuned to the realities of the Internet are needed. The role of Internet access 
corporations and user-generated communities in implementing and reinforcing such 
protocols is a critical issue to consider. The Internet offers tremendous potential for 
people to learn more about indigenous culture, yet if respect is to be maintained, 
guidelines are needed that will shape conduct (pre-release and post-release) in relation 
to TCE. 
 
In short, our proposal is to try to ensure that TCE is not released unless it 
accords with best practice protocols. Where TCE has been released in a way that is 
                                                 
∗  This chapter was adapted from a paper delivered at the Intellectual Property Law in the Asia 
Pacific Region Workshop, held at the University of Wollongong, 19–20 December 2006, in 
conjunction with the ARC Centre of Excellence for Creative Industries and Innovation, and the 
Max Planck Institute for Intellectual Property, Competition and Tax Law (Munich).  
+  The authors are: Brian Fitzgerald, BA (Griff) LLB (Hons) (QUT)  BCL (Oxon.) LLM (Harv.) PhD 
(Griff) Professor of Law (QUT), Chief Investigator and Program Leader for Law in the ARC 
Centre of Excellence on Creative Industries and Innovation <www.cci.edu.au> and Project Leader 
for the DEST-funded Open Access to Knowledge Law Project (OAK Law Project) 
<www.oaklaw.qut.edu.au>; and Susan Hedge, final year LLB student (QUT) and research 
assistant with the OAK Law Project. 
1  See IIA below. 
2  In some countries, specific laws have already been enacted covering some of the issues discussed 
in this chapter. For a full list of such national legislative measures on the protection of 
folklore/traditional cultural expression see: World Intellectual Property Organization (WIPO), 
‘Legislative Texts on the Protection of Traditional Cultural Expressions (Expressions of Folklore) 
(TCEs)’ (WIPO, ‘TCE Protection Legislative Texts’) (undated)  
<www.wipo.int/tk/en/laws/folklore.html>, 1 March 2007; for traditional knowledge see WIPO, 
‘Legislative Texts on the Protection of Traditional Knowledge’ (WIPO, ‘TK Protection Legislative 
Texts’) (undated) <www.wipo.int/tk/en/laws/tk.html> 1 March 2007; for genetic resources see 
WIPO, ‘Legislative Texts relevant to Genetic Resources’  (WIPO, ‘GR Legislative texts’) 
(undated) <www.wipo.int/tk/en/laws/genetic.html> , 1 March 2007.  
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offensive to indigenous people, it needs to be assessed how the situation can (as far as 
possible) be remedied through user policies and protocols.   
 
II  Background 
A  The Internet landscape 
 
Internet based activities take many forms but a current trend known as Web 
2.0 has at its core the notion of user-generated activity.3 In this networked 
environment people participate in the knowledge process rather than merely passively 
download. They join online communities like MySpace, YouTube, Wikipedia and 
Flickr where they communicate in an interactive and iterative way. These user-
generated communities are bounded by user agreements (examined below)4 requiring 
respect for copyright and the law more generally. Often communities will go beyond 
these corporate contracts to create social norms of ‘trust and respect’ enforced through 
exclusion or shaming within a community.  
 
In our view the formal and informal norms that underpin user-generated 
communities in the Internet world could play an important role in the protection of 
TCE. To this end we need to highlight and better appreciate the ‘regulatory’ nodes in 
the Internet world where there is an opportunity to reinforce and protect TCE.  
B  The protection of traditional cultural expression 
 
The international community’s efforts to protect traditional knowledge and 
folklore date back to 1978, with a joint WIPO-UNESCO council creating a set of 
guidelines for WIPO members to protect folklore with national laws in their 
jurisdictions.5 It is recognized that indigenous persons are entitled to the protection of 
their culture as part of their right to self-determination.6 Further, it is often argued that 
                                                 
3  T. O’Reilly, ‘What is Web 2.0: Design Patterns and Business Models for the Next Generation of 
Software’ (30 September 2005), <www.oreillynet.com/pub/a/oreilly/tim/news/2005/09/30/what-is-
web-20.html>, 1 March 2007. 
4  See Part IIIA, below. 
5  WIPO-UNESCO Committee of Governmental Experts, ‘Model Provisions for National Laws on 
the Protection of Expressions of Folklore against Illicit Exploitation and other Prejudicial Actions’ 
(1982). Reproduced as an Annex to WIPO Intergovernmental Committee of Experts on 
Intellectual Property, Genetic Resources, Traditional Knowledge and Folklore (WIPO 
ICIPGRTKF), ‘Final Report on the National Experiences with the Legal Protection of Expressions 
of Folklore’ (prepared by the Secretariat) (third session, Geneva, 13–21 June 2002), 
WIPO/GRTKF/IC/3/10 Annex III pp. 2–6. 
6  United Nations Commission for Human Rights (UNCHR), Sub-Commission o[n] Prevention of 
Discrimination and Protection of Minorities Working Group on Indigenous Populations,  Mataatua 
Declaration on the Cultural and Intellectual Property Rights of Indigenous Peoples, First 
International Conference on the Cultural and Intellectual Property Rights of Indigenous Peoples, 
12–18 June 1993, Whaketane (NZ), (Commission on Human Rights,WIPO, 1993) 
<www.wipo.int/tk/en/folklore/culturalheritage/pdf/mataatua.pdf>, 1 March 2007; United Nations 
High Commissioner for Human Rights (UNHCHR), Sub-Commission on Prevention of 
Discrimination and Protection of Minorities (renamed Sub-Commission on the Promotion and 
Protection of Human Rights in 1999), Draft Declaration of the Rights of Indigenous Peoples 
(United Nations, 1994) 
<www.unhchr.ch/huridocda/huridoca.nsf/(Symbol)/E.CN.4.SUB.2.RES.1994.45.En?OpenDocume
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the protection of traditional knowledge is necessary for economic growth and 
environmental protection, particularly in developing countries.7  
 
1  TCE and TK – an acceptable definition? 
 
In 2005, WIPO’s Intergovernmental Committee on Intellectual Property and 
Genetic Resources, Traditional Knowledge and Folklore (ICIPGRTKF) published 
draft articles for the protection of traditional knowledge (TK) and TCE which 
included updated definitions of these terms. These definitions have consolidated and 
built upon previous efforts to define TK and TCE. The definition of TCE provided in 
Article 1 of the Draft Provisions for the Protection of Traditional Cultural 
Expressions/Folklore reads as follows: 
 
(a) “Traditional cultural expressions” or “expressions of folklore” are any forms, whether 
tangible and intangible, in which traditional culture and knowledge are expressed, appear 
or are manifested, and comprise the following forms of expressions or combinations 
thereof: 
(i) verbal expressions, such as: stories, epics, legends, poetry, riddles and other 
narratives; words, signs, names, and symbols;  
(ii) musical expressions, such as songs and instrumental music; 
(iii) expressions by action, such as dances, plays, ceremonies, rituals and other 
performances,  
 
whether or not reduced to a material form; and, 
 
(iv) tangible expressions, such as productions of art, in particular, drawings, designs, 
paintings (including body-painting), carvings, sculptures, pottery, terracotta, 
mosaic, woodwork, metalware, jewelry, baskets, needlework, textiles, glassware, 
carpets, costumes; handicrafts; musical instruments; and architectural forms; 
 
which are: 
 
(aa) the products of creative intellectual activity, including individual and 
communal creativity; 
(bb) characteristic of a community’s cultural and social identity and 
cultural heritage; and 
(cc) maintained, used or developed by such community, or by individuals 
having the right or responsibility to do so in accordance with the 
customary law and practices of that community. 
 
The specific choice of terms to denote the protected subject matter should be determined at the 
national and regional levels.8 
                                                                                                                                            
nt>, 1 March 2007. (For recent consideration of this Draft Declaration see: United Nations 
Permanent Forum on Indigenous Issues (UNPFII) website 
<www.un.org/esa/socdev/unpfii/en/declaration.html>, 15 March 2007).  See also M. Blakeney, 
‘Intellectual Property in the Dreamtime – Protecting the Cultural Creativity of Indigenous Peoples’ 
Paper presented at the Oxford Intellectual Property Research Centre Seminar, 9 November 1999, 
Oxford Electronic Journal of Intellectual Property Rights <www.oiprc.ox.ac.uk/EJWP1199.html>, 
25 January 2007. 
7  See S.K. Verma, Protecting Traditional Knowledge: Is a Sui Generis System an Answer? (2004) 
7(6) The Journal of World Intellectual Property, 765 <www.blackwell-
synergy.com/doi/abs/10.1111/j.1747-1796.2004.tb00228.x>, 2 February 2007. 
8  For PDF and Word versions of the Draft Provisions for the Protection of Traditional Cultural 
Expressions/Folklore, WIPO/GRTKF/IC/9/4, see WIPO, ‘Draft Provisions on the Protection of 
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The definition of TK provided in Article 3(2) of the Draft Provisions for the 
Protection of Traditional Knowledge explains: 
 
the term “traditional knowledge” refers to the content or substance of knowledge resulting 
from intellectual activity in a traditional context, and includes the know-how, skills, 
innovations, practices and learning that form part of traditional knowledge systems, and 
knowledge embodying traditional lifestyles of indigenous and local communities, or contained 
in codified knowledge systems passed between generations. It is not limited to any specific 
technical field, and may include agricultural, environmental and medicinal knowledge, and 
knowledge associated with genetic resources.9 
 
As mentioned at the outset this article will focus on TCE.  
2  A brief consideration of the options 
 
The ICIPGRTKF recognizes that the future protection of TCE may take many 
forms, including: 
 
• extending existing intellectual property rights or creating new rights; 
• using existing legal regimes such as unfair competition, trade practices law, 
defamation, blasphemy and unjust enrichment; 
• using national registries, inventories and databases; 
• creating laws governing the use of cultural heritage; and 
• using contracts and licences.10 
 
In Australia, the issue has gained considerable momentum in the last few decades, as 
reconciliation with Australia’s indigenous people has established a permanent place on 
the national agenda. Two of the most comprehensive Australian reports on the protection 
of indigenous cultural property and knowledge are those written by Terri Janke,11 Our 
Culture: Our Future – Report on Australian Indigenous Intellectual and Cultural 
Property Rights12 and Minding Culture: Case Studies on Intellectual Property and 
Traditional Cultural Expressions.13 Importantly, Janke emphasizes that: 
 
                                                                                                                                            
Traditional Cultural Expressions/Folklore and Traditional Knowledge’ 
<www.wipo.int/tk/en/consultations/draft_provisions/draft_provisions.html>, 8 March 2007. 
9  For PDF and Word versions of the Draft Provisions for the Protection of Traditional Knowledge 
WIPO/GRTKF/IC/9/5, see WIPO, ‘Draft Provisions on  the Protection of Traditional Cultural 
Expressions/Folklore and Traditional Knowledge’, 
<www.wipo.int/tk/en/consultations/draft_provisions/draft_provisions.html>, 8 March 2007. 
10  ‘Updated Draft Outline of Policy Options and Legal Mechanisms, Intergovernmental Committee 
on Intellectual Property and Genetic Resources, Traditional Knowledge and Folklore’ (ninth 
session, 24–28 April 2006), Doc WIPO/GRTKF/IC/9/INF/4, Annex I, p. 6. 
11  For other publications and research by Terri Janke, see Terri Janke & Co., 
<www.terrijanke.com.au/fs_topics.htm>, 3 August 2006. 
12  T. Janke, Our Culture: Our Future – Report on Australian Indigenous Intellectual and Cultural 
Property Rights (Michael Frankel & Co., for the Australian Institute of Aboriginal and Torres Strait 
Islander Studies (AIATSIS) and the Aboriginal and Torres Strait Islander Commission (ATSIC), 
1998) (Janke, Our Culture, Our Future) <www.frankellawyers.com.au/media/report/culture.pdf>, 3 
August 2006. 
13  T. Janke, Minding Culture: Case Studies on Intellectual Property and Traditional Cultural 
Expressions (WIPO, Geneva, 2003) (Janke, Minding Culture) 
<www.wipo.int/tk/en/studies/cultural/minding-culture/studies/finalstudy.pdf>, 6 October 2006. 
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intellectual property law is just one avenue Indigenous Australians have explored for 
protecting traditional knowledge and cultural expressions. Other strategies are being employed 
as Indigenous people assert their rights to own and control their traditional knowledge and 
arts. These include: 
• the use of contracts; 
• the establishment of collective management systems; 
• the drafting of cultural protocols; 
• the use of knowledge management systems; and 
• the strengthening of Indigenous customary laws.14 
 
The committee report of the Ninth Session of the ICIPGRTKF, held from 24–28 
April 2006, recognized that the current approaches of member states included: 
 
• protection through the creation of exclusive property rights in cultural 
property;15 
• entitlement for equitable remuneration or compensation for others’ use of 
TCE; 
• moral rights protection; 
• unfair competition approaches; and 
• penal/criminal sanctions.16 
 
Part of WIPO’s current agenda is to facilitate the introduction of sui generis 
legislative protection, which has resulted in the release of draft articles (mentioned 
above)17 for the protection of traditional knowledge and traditional cultural 
expression.18 These articles, even if adopted, will take some time to implement in 
individual states. Until that time, we suggest that protocols could provide a non-legal 
and practical form of protection for TCE. Further, established protocols could work 
alongside, and complement any sui generis legislative scheme that may be 
implemented in the future. 
3  Protocols – an opportunity 
 
Pending the enactment of specific legislation, in the Internet and digital 
environment, the development and implementation of protocols for dealing with 
cultural materials is becoming an increasingly important means of ensuring that the 
                                                 
14  Ibid., p. 5. 
15  As mentioned at n. 2 above, there are some specific laws have already been enacted covering some 
of the issues discussed in this chapter. For a full list of such national legislative measures on the 
protection of folklore/traditional cultural expression, see WIPO, ‘TCE Protection Legislative 
Texts’, n. 2 above; for traditional knowledge see WIPO, ‘TK Protection Legislative Texts’, n. 2 
above; for genetic resources see WIPO, ‘GR Legislative Texts’, n. 2 above,  l. 
16  WIPO Intergovernmental Committee on IPGRTKF, Updated Draft Outline of Policy Options and 
Legal Mechanisms, (ninth session, 24–28 April 2006), Doc WIPO/GRTKF/IC/9/INF/4, Annex I 
pp. 9–13.  
17  See Part II.B.1, above. 
18  See WIPO, Draft Provisions for the Protection of Traditional Knowledge: Policy Objectives and 
Core Principles (an extract from WIPO/GRTKF/IC/9/5) 
<www.wipo.int/tk/en/consultations/draft_provisions/doc/tk-provisions.doc>, 9 February 2007; and 
WIPO Draft Provisions for the Protection of Traditional Cultural Expressions/Folklore: Policy 
Objectives and Core Principles (an extract from WIPO/GRTKF/IC/9/4)  
<www.wipo.int/tk/en/consultations/draft_provisions/doc/tce-provisions.doc>, 9 February 2007.    
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rights of indigenous peoples are recognized.19 Janke explains that protocols set out 
‘appropriate ways of using Indigenous cultural material, and interacting with 
Indigenous people and their communities. Protocols encourage ethical conduct and 
promote interaction based on good faith and mutual respect’.20 While protocols are 
not legally binding, they establish practices that can, over time, come to be regarded 
as industry standards.  
 
The use of cultural protocols to overcome deficiencies in legal recognition of 
indigenous interests has gained support in recent years.21 In 2003, the Australia 
Council’s Aboriginal and Torres Strait Islander Arts Board (ATSIAB) launched a 
series of Indigenous Cultural and Intellectual Property Rights protocol guides 
covering new media, performing arts, music, visual arts and literature.22 The 
protocols, written by indigenous lawyers Terri Janke and Robynne Quiggin,23 are 
detailed and practical guides to using and dealing with indigenous intellectual 
property and culture, describing appropriate ways of using indigenous cultural 
material. They are based on the following broad principles: 
 
• respect; 
• indigenous control; 
• communication, consultation and consent; 
• interpretation, integrity and authenticity; 
• security and confidentiality; 
• attribution; 
• proper returns; 
• continuing cultures; and 
• recognition and protection. 
 
                                                 
19  See generally, L. Barwick and N. Thieberger, ‘Cybraries in paradise: new technologies and 
ethnographic repositories’ in New libraries and knowledge spaces: critical perspectives on 
information and education, C. Kapitzke and B.C. Bruce (eds) (Mahwah N.J., Lawrence Erlbaum 
Associates, 2005).  
20  T. Janke, New Media Cultures: Protocols for producing Indigenous Australian new media, written 
for the Aboriginal and Torres Strait Islander Board of the Australia Council for the Arts  (ATSIA 
Board ACA) (Sydney, Commonwealth of Australia, 2002) (Janke, New Media Cultures) p. 2 
<www.austlit.edu.au/images/documents/NewMediaCultures.pdf>, 15 March 2007. 
    
21  See, in particular, M. Barambah and A. Kukoyi, ‘Protocols for the Use of Indigenous Cultural 
Material’  in Going Digital 2000: Legal Issues for E-Commerce, Software and the Internet, A. 
Fitzgerald, B. Fitzgerald, C. Cifuentes and P. Cook (eds)  (Sydney, Prospect Media, 2000) . 
22  The five Australia Council protocols are available at Australia Council, Arts Resources, ‘Culture: 
Indigenous protocols guide’ and comprise: Janke, New Media Cultures; R. Quiggan, Performing 
Culture – Protocols for Producing Indigenous Australian Performing Arts (ATSIA Board ACA, 
2002); R. Quiggan, Song Cultures: Cultures – Protocols for Producing Indigenous Australian 
Music (ATSIA Board ACA, 2002); T. Janke, Visual Cultures – Protocols for Producing 
Indigenous Australian Visual Arts and Craft (ATSIA Board ACA, 2002);  Writing Cultures – 
Protocols for Producing Indigenous Australian Literature (ATSIA Board ACA, 2002): 
<www.ozco.gov.au/arts_resources/publications/cultures_indigenous_protocol_guides/>, 17 July 
2007. 
23  See note at Terri Janke & Co website, ‘Hot Topics’, Australia Council Launches Indigenous 
Protocols (November 2002) <www.terrijanke.com.au/fs_topics.htm>, 6 October 2006). 
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An example of a protocol developed for the music industry is that formulated 
by Daki Budtcha in 1999. This protocol, which was outlined in a submission to the 
Our Culture: Our Future report, provides that: 
 
1. In recording Indigenous cultural material, record companies and artists should endeavour to 
find out who is the publisher of the material, and who is the traditional clan of the 
material. 
2. If unpublished, subsequent users of Indigenous cultural music should endeavour to 
ascertain its genuine traditional owners, custodians and clans. Need to seek the 
professional advice of a linguist or musicologist, preferably Indigenous, in order to 
ascertain the rightful traditional owners. 
3. Once identified, a written consent and authority to use the cultural material must be 
obtained. 
4. Proper attribution must be made to the song person. 
5. Check for whether use is culturally appropriate. Whether uses restricted under Indigenous 
laws etc. 
6. Copyright, mechanical or other royalties must be negotiated with the custodian and 
composers. 
7. Heritage rights to the songs should remain the perpetual property of the Indigenous 
custodians, regardless of the nature of the new musical expression, in so far as it is based 
on the pre-existing cultural material.24 
 
More recently, Terri Janke has been commissioned by the Australian Film, 
Television and Radio School (AFTRS) to develop protocols for use in radio practice25 
and by the Australian Film Commission to develop a new protocol for filmmakers 
working in indigenous filmmaking.26  
 
In September 2006, the West Australian Law Reform Commission published 
the final report, The interaction of WA law with Aboriginal law and culture, which 
contains numerous recommendations relating to areas of cultural concern for 
Aboriginal people in Western Australia.27 Of particular significance is the Law 
Reform Commission’s ‘Recommendation 80’, which relates to protocols for the 
protection of indigenous cultural and intellectual property. It recommends: 
 
[t]hat protocols relating to the use, sale and protection of Indigenous cultural and intellectual 
property be developed and promoted in Western Australia. Such protocols should inform 
Western Australian government agencies and educational and cultural institutions in their 
dealings with Indigenous artists and the observance of these protocols by all Western 
                                                 
24  Reproduced in .Janke, Our Culture: Our Future, n. 12 above, Section 23.11.2. See further Barambah 
and Kukoyi, n. 21 above. 
 
25  T. Janke and N. Guivarra, Listen, learn and respect: Indigenous cultural protocols and radio 
(Terri Janke & Co. Pty Ltd, 2006) avail AFTRS [Australian Film Television and Radio School] 
Library <www.aftrs.edu.au/index.cfm?objectid=0A17EBFF-2A54-23A3-6A0B2B83D6174BF8>, 
6 October 2006). 
26  See Australian Film Commission website, ‘Filming in Australia’ Indigenous Filming Protocol at 
<www.afc.gov.au/filminginaustralia/indigproto/fiapage_9.aspx>, 6 October 2007;  T. Janke, 
Towards a Protocol for Filmmakers Working with Indigenous Content and Indigenous 
Communities (discussion paper)  <www.afc.gov.au/downloads/pubs/protocols.pdf>,   6 October 
2006.  The protocol for the Australian Film Commission was released in draft form in September 
2006. A 3rd edited draft of A Guide to Protocols for Filmmakers Working with Indigenous Content 
and Indigenous Communities  is available: <www.afc.gov.au/downloads/indig_prot_draft.pdf>, 27 
July 2007.    
27  Law Reform Commission of Western Australia (LRCWA), Aboriginal Customary Laws (Project 
No. 94)  Final Report, The interaction of WA law with Aboriginal law and culture, September 
2006, avail at <www.lrc.justice.wa.gov.au/094-FR.html>, 1 November 2006.   
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Australian industries, companies and individuals should be actively encouraged by 
government. The protocols should recognise and appropriately reflect the cultural diversity of 
Aboriginal peoples in Western Australia and should be developed in close consultation with 
Aboriginal artists and communities.28 
 
WIPO has also initiated studies and consultations on two related questions:  
 
• the role of customary laws and protocols of indigenous communities in relation to 
their traditional knowledge and cultural expressions; and 
• the relationship of customary laws and protocols within the intellectual property 
system.29 
 Complex intellectual property issues are arising as countries begin to create 
inventories of intangible cultural heritage, as required by the UNESCO Convention 
for the Safeguarding of the Intangible Cultural Heritage of 2003.30 To provide 
guidance to those engaged in collecting, recording and digitizing intangible cultural 
heritage, WIPO has published a compilation of existing codes, protocols and policies 
relating to the safeguarding of, access to, ownership of and control over cultural 
heritage: Our Creative Heritage: IP Best Practices and Guidelines for Recording and 
Digitizing Cultural Heritage.31 
 
III  Existing practice 
 
The most immediate response to the concern that the Internet world is 
antithetical to, and promises only to disrespect, TCE, is to seek to understand better 
how clear protocols can be put in place and effectively implemented. Not all TCE is 
                                                 
28  See discussion of the proposal: LRCWA,  Aboriginal Customary Laws (Project No. 94)  Final 
Report, The interaction of WA law with Aboriginal law and culture, ch. 6 ‘Aboriginal Customary 
Law and the Civil Law System’, p. 266   
<www.lrc.justice.wa.gov.au/2publications/reports/ACL/FR/Chapter_6.pdf>, 31 July 2007.    
29  WIPO has published a Draft Issues Paper, Customary Law and the Intellectual Property System in 
the Protection of Traditional Cultural Expressions and Knowledge, to facilitate further 
consultation on these issues <www.wipo.int/tk/en/consultations/customary_law/issues.pdf>.  See 
also the Information Note by WIPO for the Fifth Session of the United Nations Economic and 
Social Council’s Permanent Forum on Indigenous Issues, New York, 15–26 May 2006, avail at  
<www.wipo.int/tk/en/cooperation/index.html>, 8 August 2006. Note: WIPO has issued a revised 
(version 3.0) Draft Issues Paper, Customary Law & the Intellectual Property System in the 
Protection of Traditional Cultural Expressions and Traditional Knowledge (December 2006)  
<www.wipo.int/tk/en/consultations/customary_law/issues-revised.pdf>, 30 July 2007. 
30  The UNESCO Convention opened for signature 17 October 2003, entered into force 20 April 
2006, and is avail at UNESCO, ‘Living Heritage, Intangible Heritage, 2003 Convention’  
<www.unesco.org/culture/ich_convention/index.php>, 3 January 2007.  “Intangible cultural 
heritage”, defined in Article 2.1 of the Convention, is manifested in the following domains (Article 
2.2): 
(a) oral traditions and expressions, including language as a vehicle of the intangible cultural 
heritage;  
(b) performing arts;  
(c) social practices, rituals and festive events;  
(d) knowledge and practices concerning nature and the universe;  
(e) traditional craftsmanship.   
31  Compilation avail at WIPO, ‘Creative Heritage Project: IP Guidelines for Recording, Digitizing 
and Disseminating Intangible Cultural Heritage’ 
<www.wipo.int/tk/en/folklore/culturalheritage/index.html>, 3 January 2007. 
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confidential; some is suitable for public consideration, while some is considered 
secret.32  
 
The first step is to make online user-generated communities and the access 
corporations that facilitate them such as content hosts, ISPs and search engines aware 
of the value of protocols that reinforce respect and protection for TCE. While such a 
proposal will run head long into the notion that the US First Amendment to free 
speech is the first and only principle of digital or Internet constitutionalism,33 
proponents of change should not be scared off so easily. Internet users are 
increasingly seeking a level of trust and ethical standing within their communities, 
and large private corporations driven by a profit motive will provide what is best for 
business. In many cases what is good for business will be an ethically aware and 
active user community.  
 
The leap in ideology and practice is not such a big one. As we highlight below 
many access corporations have user policies in place already. They are embedded in 
contractual agreements that users agree to upon joining a community. Driven by legal 
concerns, such as copyright infringement and prosecution for pornography, they are 
drafted so as to potentially cover a wide range of material. While these terms of use 
agreements are useful in showing the way in which the access corporations regulate 
the dissemination of content and knowledge on the Internet, they do not explicitly 
deal with TCE. We suggest that a clearer statement of principle in relation to TCE is 
what is required. More so, the existing policies through features such as ‘user rated’ 
tagging and flagging highlight the possibilities of not only the access corporations 
implementing user policies but also of users implementing a level of respect through 
peer review and communication.  
 
In order to develop the proposal we firstly highlight the ambit of existing user 
policies and then refer to two scenarios where the issue of TCE and the Internet has 
been raised. The first is the much publicized Lego Bionicles scenario where Maori 
groups were insulted by the use of Maori TCE on Lego toys. The second is the more 
recent example where an Australian indigenous group objected to the way in which a 
US website represented their culture. The existing user policies demonstrate the 
potential for implementing protocols for the use of TCE in the Internet world while 
the scenarios confirm the level of ignorance about TCE in the Internet world and the 
need for clear and well-publicized guidelines.  
 
  
A  Terms of Use and Internet content regulation 
 
                                                 
32  Janke, Our Culture: Our Future, n. 12 above, Section 3.1–3.2. 
33  J.P. Barlow, ‘In Cyberspace, the First Amendment is a local ordinance’ (Keynote Address to the 
Winter 1994 USENIX Conference), reprinted in Notable Speeches of the Information Age, J.P. 
Barlow (San Francisco, O’Reilly, 1994); J.P. Barlow, ‘Leaving the Physical World’ for the  
Conference on HyperNetworking, Oita, Japan  1998 
<www.eff.org/Misc/Publications/John_Perry_Barlow/HTML/leaving_the_physical_world.html>, 
1 February 2007. 
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Many user-generated communities have procedures for removal of content on 
the basis that it is offensive, unlawful, breaches the sites’ Terms of Use or breaches 
intellectual property laws. Many also provide a function for users to ‘tag’ materials to 
be considered for removal. Some key examples are considered below. 
1  YouTube 
 
YouTube is a user-content driven community of online video sharing, where 
members of the site can view, rate, share and post videos. Founded in 2005, YouTube 
provides more than 100 million views of videos every day,34 and was purchased by 
Google for USD 1.65 billion on 9 October 2006.35  
 
YouTube does not pre-screen videos that are uploaded by users. Instead, it 
allows viewers to flag a video if it contains inappropriate content. The ‘Flag as 
Inappropriate’ link is displayed below each video, along with the links to rank, share 
or post the video.36 Only members of YouTube can flag a video as inappropriate. 
Videos should be flagged according to the YouTube Community Guidelines if the 
viewer considers that it violates YouTube’s Terms of Use.37 
 
Relevantly, along with prohibitions on posting materials which would breach 
intellectual property laws or would be illegal, YouTube’s Terms of Use provide: 
 
5. User Submissions 
C. In connection with User Submissions, you further agree that you will not  
…  
(iii) submit material that is unlawful, obscene, defamatory, libelous, threatening, 
pornographic, harassing, hateful, racially or ethnically offensive, or encourages conduct that 
would be considered a criminal offense, give rise to civil liability, violate any law, or is 
otherwise inappropriate … 
YouTube reserves the right to remove Content and User Submissions without prior notice …  
YouTube also reserves the right to decide whether Content or a User Submission is 
appropriate and complies with these Terms of Service for violations other than copyright 
infringement and violations of intellectual property law, such as, but not limited to, 
pornography, obscene or defamatory material, or excessive length. YouTube may remove 
such User Submissions and/or terminate a User’s access for uploading such material in 
violation of these Terms of Service at any time, without prior notice and at its sole discretion. 
… 
E. You understand that when using the YouTube Website, you will be exposed to User 
Submissions from a variety of sources, and that YouTube is not responsible for the accuracy, 
                                                 
34  Google Press Center, Google Closes Acquisition of YouTube, 12 November 2006 
<www.google.com/intl/en/press/pressrel/youtube.html>, 1 February 2007. 
35  Google Press Center, Google to Acquire YouTube for $1.65 Billion in Stock, 9 October 2006 
<www.google.com/intl/en/press/pressrel/google_youtube.html>, 1 February 2007. 
36  See <www.youtube.com/>, 1 February 2007.  
37  YouTube, ‘YouTube Community Guidelines’ (2007) 
<www.youtube.com/t/community_guidelines>, 1 February 2007. 
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usefulness, safety, or intellectual property rights of or relating to such User Submissions. You 
further understand and acknowledge that you may be exposed to User Submissions that are 
inaccurate, offensive, indecent, or objectionable, and you agree to waive, and hereby do 
waive, any legal or equitable rights or remedies you have or may have against YouTube with 
respect thereto, and agree to indemnify and hold YouTube, its Owners/Operators, affiliates, 
and/or licensors, harmless to the fullest extent allowed by law regarding all matters related to 
your use of the site.38 
 
YouTube discusses the consequences of a video being flagged in its Community 
Guidelines: 
 
When a video gets flagged as inappropriate, we review the video to determine whether it 
violates our Terms of Use — flagged videos are not automatically taken down by the system. 
If we remove your video after reviewing it, you can assume that we removed it purposefully, 
and you should take our warning notification seriously. Take a deep breath, read our Terms of 
Use and try to see it from our perspective. If you find other videos on YouTube with the same 
violations, please flag them so we can review them as well! 
 
Its Community Guidelines also state a number of ‘common-sense rules’ to provide 
users with some guidance as to what is likely to be flagged or taken down. Relevantly, 
it states: 
 
We encourage free speech and defend everyone’s right to express unpopular points of view. 
But we don’t permit hate speech which contains slurs or the malicious use of stereotypes 
intended to attack or demean a particular gender, sexual orientation, race, religion, or 
nationality.39 
2  Google 
 
Google’s Terms of Service for its international search engine and other 
services reserves the right to pre-screen, review and remove content.40 In relation to  
requests by users for removal of links (from results pages) to websites which they 
consider objectionable or offensive, Google’s Terms of Service previously stated: 
 
Requests for Removal of Links or Cached Materials  
 
Google occasionally receives requests from people to remove links from its indices. Although 
Google reserves the right to address such requests individually, the general approach that 
Google takes reflects the following principles:  
 
Google’s indices consist of information that has been identified, indexed and compiled 
through an automated process with no advance review by human beings. Given the enormous 
volume of web site information added, deleted, and changed on a frequent basis, Google 
cannot and does not screen anything made available through its indices. For each web site 
reflected in Google’s indices, if either (i) a site owner restricts access to his or her web site or 
(ii) a site is taken down from the web, then, upon receipt of a request by the site owner or a 
third party in the second instance, Google would consider on a case-by-case basis requests to 
remove the link to that site from its indices. However, if the operator of the site does not take 
steps to prevent it, the automatic facilities used to create the indices are likely to find that site 
and index it again in a relatively short amount of time.  
 
                                                 
38  YouTube, ‘Terms of Use’ (2007) <www.youtube.com/t/terms>, 1 February 2007. 
39  YouTube, ‘Community Guidelines’ <www.youtube.com/t/community_guidelines>, 1 February 
2007. 
40  Google, ‘Google Terms of Service’ Cl 8.3 <www.google.com/accounts/TOS>, 16 April 2007. 
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Google stores many web pages in its cache to retrieve for users as a back-up in case the page’s 
server temporarily fails. Site owners may block Google from returning cached versions of 
their pages by using the NOARCHIVE meta-tag. Site owners may also request immediate 
removal of cached page from the Google Search Service. Google evaluates such requests for 
the immediate removal of cached content on a case-by-case basis and does not guarantee that 
every request will be granted. The steps necessary to remove cached pages, and to prevent a 
site from being cached and/or included in the indices are described in the Google FAQ, 
accessible from the home page of this site.41 
 
Blogs hosted by Google on Blogger.com42 also facilitate ‘flagging’ of inappropriate 
content. The ‘Flag as Objectionable’ button appears in the top right hand corner of the 
screen. Google’s ‘What is the Flag Button?’ information page states that: 
 
When a person visiting a blog clicks the “Flag?” button in the Blogger Navbar, it means they 
believe the content of the blog may be potentially offensive or illegal. We track the number of 
times a blog has been flagged as objectionable and use this information to determine what 
action is needed.43 
 
Google reserves its right to place a content warning page in front of the blog, or set 
the blog to ‘unlisted’.44 A content warning page states that some viewers of the blog 
have contacted Google with complains about the content of the blog. It requires 
viewers to accept the warning and click on a button to choose to proceed to the blog.45 
If a blog is ‘unlisted’ it will not be promoted or appear on Blogger.com,46 but 
presumably would still be picked up by automated search engines such as Google. 
 
3  Flickr/Yahoo! Inc. 
 
Flickr’s Terms of Service state that: 
 
[Flickr] may, but have no obligation to, remove Content and accounts containing Content that 
we determine in our sole discretion are unlawful, offensive, threatening, libelous, defamatory, 
obscene or otherwise objectionable or violates any party’s intellectual property or these Terms 
of Use.47  
 
Flickr is now owned by Yahoo! and governed by its Terms of Service, which state: 
 
6. MEMBER CONDUCT 
You agree to not use the Service to … upload, post, email, transmit or otherwise make 
available any Content that is unlawful, harmful, threatening, abusive, harassing, tortious, 
                                                 
41  Google, ‘Google Terms of Service’ as at 1 February 2007 
<web.archive.org/web/20070129130228/http://www.google.com/terms_of_service.html>.  Google 
has subsequently issued new Terms of Service which  does not include a section on its policy 
regarding requests for removal of links.. 
42  Blogger, <www.blogger.com/start>, 1 February 2007. 
43  Blogger (Google), ‘What is the Flag Button?’ (2007) 
<help.blogger.com/bin/answer.py?answer=42517>, 1 February 2007. 
44  Ibid. 
45  For example, the content warning was displayed before accessing ‘A Voice of Dissent’ blogspot 
<avoiceofdissent.blogspot.com/>, 1 February 2007. 
46  Blogger, ‘What does “listing” the blog setting do?’ (2007) 
<help.blogger.com/bin/answer.py?answer=41373>, 1 February 2007. 
47  Flikr, ‘Terms of Service’ avail at <www.flickr.com/>, 1 February 2007. 
 13
defamatory, vulgar, obscene, libelous, invasive of another's privacy, hateful, or racially, 
ethnically or otherwise objectionable. 48 
 
Yahoo!’s Terms of Service also include a disclaimer of responsibility for links found 
through its search engine, similarly to Google, above. In terms of content hosted by 
Yahoo! on Yahoo! pages, its Terms of Service state: 
 
You acknowledge that Yahoo! may or may not pre-screen Content, but that Yahoo! and its 
designees shall have the right (but not the obligation) in their sole discretion to pre-screen, 
refuse, or move any Content that is available via the Service. Without limiting the foregoing, 
Yahoo! and its designees shall have the right to remove any Content that violates the TOS or 
is otherwise objectionable. 49 
4  Wikipedia 
 
Wikipedia, the user-edited online encyclopaedia (also available on CD), 
allows users to edit pages. There is also a ‘talk page’ related to each page of content 
so that users can discuss the content, particularly if there is conflict between users 
over what should be included. There is very little information on the oversight of 
Wikipedia employees over the editing of pages.50 Pages can be ‘protected’ so that 
only a select number of users can edit it.51 Pages become protected when they are 
subject to user abuse or vandalism, or inappropriate content is constantly being added 
to them. Wikipedia has a ‘designated agent’ under the Digital Millennium Copyright 
Act 1998 (US), who should be contacted if a user notes that a page contains copyright 
infringing material.52  
5  Network corporations - web hosting and ISPs 
 
Service providers in Australia, such as Telstra and Optus, provide hosting 
services for customers as well as providing access to the Internet (as ISPs).  
 
The terms of service generally give the webhost wide powers to remove 
content if it does not comply with their acceptable use policies. The webhost can 
remove content that is illegal, impinges on the rights of others or is discriminatory.53 
Telstra and Optus also reserve the right to remove content that is ‘offensive’54 or 
                                                 
48  Yahoo!, ‘Yahoo! Terms of Service’ <info.yahoo.com/legal/us/yahoo/utos/utos-173.html>, 1 
February 2007. 
49  Ibid. 
50  See Wikipedia, ‘About’, ‘Editorial Administration and Oversight’ 20 August 2007 
<en.wikipedia.org/wiki/Wikipedia:About#Editorial_administration.2C_oversight_and_manageme
nt>,  21 August 2007. 
51  For a list of protected pages, see Wikipedia, ‘Protected pages’ (undated) 
<en.wikipedia.org/wiki/Special:Protectedpages>, 1 March 2007. 
52  See Wikipedia, ‘Wikipedia: Designated agent’ (26 December 2005) 
<en.wikipedia.org/wiki/Wikipedia:Designated_agent>, 14 September 2006. 
53  For example see section 2 of Telstra’s Acceptable Use Policy incorporated into its Hosting Terms 
(undated) avail at <my.bigpond.com/hostingandstorage/premiumhosting/default.do>,  1 February 
2007; and section 8 of Optus EXPAN Express Web Hosting Service, ‘Terms and Conditions and 
Acceptable User Policy’ (undated) <admin-au.server-secure.com/start/optushost/terms.htm>, 1 
February 2007. 
54  Section 2(e) of Telstra’s Acceptable Use Policy incorporated into its Hosting Terms (undated) 
<my.bigpond.com/hostingandstorage/premiumhosting/default.do>,  1 February 2007). 
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‘obscene … or confidential’.55 These broader provisions give scope for an argument 
that hosts could take down content if indigenous groups complained that it included 
secret traditional knowledge or information about their culture that was incorrect or 
inappropriately used so as to be offensive.  
 
However, while regulating what a person can use the web hosting service for, 
the webhoster does not take responsibility for user actions but rather relies on 
indemnity and liability provisions56 to shift legal responsibility to the customer. 
 
When acting as an ISP, the provider’s powers are directed towards restricting 
or disconnecting access. For example, in Telstra’s Bigpond Broadband Acceptable 
Use Policy, it is stated that customers must not use the service to ‘send, display, 
access, make available, publish, distribute or be otherwise involved in material which 
is obscene, defamatory or is, or would be regarded by Telstra, acting reasonably, as, 
in all the circumstances, offensive’ or use the service in a way ‘which is, or which 
would be considered by a reasonable person to be, offensive or abusive’.57 If these 
types of terms are breached, access to the Internet can be cut off.58 
 
As in the case of webhosting, ISP contracts exclude liability arising from the 
acts of their customers when using the service,59 and require customers to indemnify 
the ISP against any claims. 
6  Conclusions 
 
These examples of Terms of Use highlight the significant power that access 
corporations reserve to themselves under standard user agreements. While TCE is not 
explicitly mentioned, words such as (racially) objectionable, offensive, confidential 
and discriminatory provide some level of discretion.  
 
However the embedded notion that free speech and the free flow of ideas are 
central to a flourishing Internet is a strong counter balance. More so, most of these 
access corporations’ terms of service also include indemnity provisions which attempt 
to shift legal responsibility and liability for the content of sites they host to the 
customer. This may also impact on their willingness to respond to the proposal 
embodied in this chapter. 
  
                                                 
55  Section 8.3(b) of Optus EXPAN Express Web Hosting Service’s Terms and Conditions and 
Acceptable User Policy (undated) <admin-au.server-secure.com/start/optushost/terms.htm>, 1 
February 2007. 
56  Sections 6 and 7 of Telstra’s Acceptable Use Policy incorporated into its Hosting Terms (undated) 
<my.bigpond.com/hostingandstorage/premiumhosting/default.do>, 1 February 2007; Section 9 of 
Optus EXPAN Express Web Hosting Service’s Terms and Conditions and Acceptable User Policy 
(undated) <admin-au.server-secure.com/start/optushost/terms.htm>, 1 February 2007. 
57  Section 2.1 of Bigpond Broadband Acceptable Use Policy (undated) 
<my.bigpond.com/internetplans/broadband/acceptableuse/> , 9 February 2007. 
58  Section 3.6 of Bigpond Broadband Cable Terms and Conditions (undated) 
<my.bigpond.com/internetplans/broadband/termsandconditions/default.jsp>, 9 February 2007. 
59  Section 9 of Bigpond Broadband Cable Terms and Conditions (undated) 
<my.bigpond.com/internetplans/broadband/termsandconditions/default.jsp>, 9 February 2007. 
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B  Maori TCE and Lego Bionicles 
1  Lego’s use of Maori TCE 
 
Lego’s response to Maori concerns about the use of traditional knowledge, 
culture and language have shown that corporations are willing to negotiate with 
indigenous people to settle differences. 
 
In 2001, Lego launched a range of toys and computer games called Bionicle 
which featured words and information taken from a variety of Polynesian cultures and 
languages. Bionicle is different from Lego’s usual trade, construction toys, in that the 
toys come with their own storyline. In the game, Maori and other Polynesian words 
are used to signify the characters and setting.  
 
As first produced, the game involved a group of people (‘the Tohunga’) who 
inhabited an imaginary island named ‘Mata Nui’. The Tohunga were under the 
control of an evil beast called ‘Makuta’. The player’s aim is to use the six heroes of 
the game (‘the Toa’) to liberate the Tohunga. The game included markings on 
character’s faces which resembled traditional Maori tattoos, and incorporated 
traditional myths, clan systems and rituals into the storyline.60 
 
The Maori people, represented by New Zealand lawyer Maui Solomon, wrote 
to Lego complaining that Lego’s use of the words and cultural information was 
inappropriate, unauthorized by the Maori people and a trivilization of the Maori 
culture, and asked for all use to cease. Lego representatives agreed to meet with the 
Maori people in New Zealand, and agreed that Lego would stop using Tohunga, the 
word found most offensive by the Maori as it is the traditional word for shaman or 
priest. Lego also agreed, under the auspices of WIPO and in association with 
indigenous people, to develop a Code of Conduct for the use of culturally sensitive 
materials on toys. That was a public relations victory for Lego, and a moral victory 
for the Maori. It was a positive indication that corporations would act on indigenous 
concerns over their use of culturally significant knowledge or information. 
 
As yet, Lego has not started drafting the Code of Conduct. Lego officials 
stated that WIPO required the involvement of five companies before the drafting 
could begin, and that Lego was finding it difficult to find other corporations willing to 
be involved.61 
2  The dispute enters the Internet world: BZPower 
 
That was not the end of the matter – in late 2001 the battle restarted online 
over the children’s discussion forum site for the Bionicle game: ‘BZPower’. 
BZPower.com is an unofficial fan site for the Bionicle game, not connected to or 
sponsored by Lego.62 The site hosts a discussion forum where children (and adults) 
                                                 
60  R.J. Coombe and A. Herman, Rhetorical Virtues: Property, Speech, and the Commons on the 
World-Wide Web (2004) 77(3) Anthropological Quarterly, 563.  Also avail as a pdf file, see 
<muse.jhu.edu/journals/anthropological_quarterly/v077/77.3coombe.html>, 2 February 2007. 
61  K. Griggs, ‘Lego Site Irks Maori Sympathizer’ Wired Magazine, 21 November 2002 
<www.wired.com/news/culture/1,56451-0.html>, 25 January 2007. 
62  BZPower, ‘History of BZPower’ <www.bzpower.com/about.php?go=history>, 2 February 2007. 
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can discuss the game, toys, videos, pictures and publicity. The first sign of trouble 
was several postings by a user decrying the use of Maori words and cultural 
information on the site. On November 3, the user threatened ‘open season’ if the 
discussion forums were not taken down within 24 hours because of the ‘abusive use 
of the Maori culture, customs and history’.63 The forum moderators deleted the post, 
and the user started a Denial of Service attack which slowed the forums’ servers to a 
crawl, and eventually forced BZPower’s server to remove the forums completely.64 
That led to a fairly strident discussion between users as to the right of people to use 
words such as those posted on the forums. The discussion delved into the right of free 
speech, the dissemination of cultures over the Internet and the agreement between 
Lego and the Maori people.65 On November 8, free speech advocates Free Speech 
Worldwide Inc. threatened to similarly hack into the Maori website 
<www.Aotearoalive.com> in response to the ‘cyberterrorist attack’ on BZPower.66 
 
Eventually, on November 21, BZPower posted a Language Usage Policy to 
control the content posted to the forums. The policy stated: 
 
2. BZPower has always enforced a “no-hate” policy, which forbids the espousal of derogatory, 
racist and defamatory sentiments … There will be NO anti-Maori posts allowed. The Maori as 
a people have done nothing to BZPower, and they deserve the respect accorded any other 
group of people. Those who disagree with the use of some or all Maori terms on this board: 
There will be NO outbursts or rants of “Western domination”. Each individual is obviously 
entitled to their opinion, but BZPower is not a soapbox for use to spread such sentiment. 
Discussion must be relevant to the subject of Bionicle. Polite discussion is encouraged about 
why the use of Maori language is an issue; verbal attacks or abuse of those who don’t agree is 
against the rules of this board … 
 
3. Use of Maori words on BZPower: LEGO reached accommodation with cultural 
representatives last year and reportedly implemented a code of conduct when dealing with 
indigenous cultures. This code of conduct is between LEGO and Maori/Polynesian 
representatives. Since LEGO continues to use the following words in existing products and 
within the mythology of Bionicle, their use is de facto approved by cultural representatives of 
the Maori and as such any criticism of their use here or by LEGO should be directed at 
appropriate Maori representatives, NOT members or administrators of BZPower, LEGO, etc. 
The list below is not a complete representation, but serves as a sample. 
• Some words that LEGO continues to use, and are therefore “approved” and may or 
may not have Maori origins: 
o Toa 
o Turaga 
o Kanohi 
o Pohatu 
o Tahu 
o Whenua 
o Mata Nui 
                                                 
63  K. Griggs, ‘Lego Site Irks Maori Sympathizer’ Wired Magazine, 21 November 2002 
<www.wired.com/news/culture/1,56451-0.html>, 25 January 2007. 
64  A. Thompson, ‘Maori Cyberterrorism Vs Lego Leads to Reprisals’ Scoop News (N.Z.), 8 
November 2002, <www.scoop.co.nz/stories/HL0211/S00055.htm>, 25 January 2007. 
65  For a more detailed account of the debate see R. Coombe and A. Herman,  Rhetorical Virtues: 
Property, Speech, and the Commons on the World-Wide Web (2004) 77(3) Anthropological 
Quarterly  559–574 <muse.jhu.edu/journals/anthropological_quarterly/v077/77.3coombe.html>, 2 
February 2007. 
66  A. Thompson, ‘Maori Cyberterrorism vs Lego Leads to Reprisals’ Scoop News (N.Z.), 8 
November 2002, <www.scoop.co.nz/stories/HL0211/S00055.htm>, 25 January 2007. 
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o Makuta 
• Words discontinued by LEGO: The following word was replaced by the word 
“Matoran” and is no longer used in official LEGO material. If/until it is proven this 
word violates #2 above, its use on BZP is not prohibited. Polite discussion regarding 
why this word should or should not be used by BZP members is encouraged. 
Impolite discussion will be terminated. 
o Tohunga 
• Maori words generated by online translators: Moderators of BZP are not familiar 
with the Maori language and as such will not be expected to monitor their usage. If, 
however, it is discovered any translated word is used in a derogatory, inflammatory, 
or insulting manner (as defined by BZP administrators) or otherwise crosses the “no-
hate” policy (see #2 above), the post will be removed and the original poster 
disciplined appropriately. Polite discussion regarding why online translators should 
or should not be used by BZP members is encouraged. Impolite discussion will be 
terminated. 
The BZP administration neither endorses nor restricts use of Maori-derived words (outside 
those currently used by LEGO, which are endorsed), except when they do not follow rules of 
usage (See #2 above). It is left to each individual to decide whether or not to use such words 
or language in their posts. BZP understands the use of such words may offend a percentage of 
pro-Maori readers, but BZP will not restrict use until we receive notification from authorized 
Maori representatives that such use is a) illegal, b) restricted by international law, or c) 
restricted by copyright or trademark law as recognized by the United States of America. 
BZPower administration does not believe that use of a language in and of itself is an act of 
disrespect or theft, and therefore places no ban on use of non-English languages, so long as 
the content of the post follows these guidelines.67 
 
This policy allows the forum administrator to remove impolite posts, but 
maintains a pro-free speech stance by allowing the use of all words, even Tohunga, 
which is no longer used by Lego. It does allow indigenous people to complain to the 
administrator that certain Maori themes or words are used in an offensive way, but 
contains no guarantee that such offensive posts will be removed. 
 
There have been no more attacks on the BZPower server since the policy was 
introduced. 
3  Sony’s response in the face of similar concerns 
 
In 2003, a similar issue arose with the use of Maori words and customs in 
Sony’s Playstation 2 game, “The Mark of Kri”. A Maori man, Kingi Gilbert, wrote to 
Sony stating that their use of a Maori weapon out of context, and their description of 
the game as ‘Maori-inspired’ was ‘inappropriate and upsetting’.68 Sony took a 
different tack than Lego, emphasizing its creative licence in creating its games, and 
claiming that the characters in the games were based on Japanese and Eskimo cultural 
figures.69 
 
Sony never met with indigenous groups nor altered their game, and the matter 
was not taken further than written complaints. 
                                                 
67  BZPower, ‘Language Usage Policy’ 21 November 2002, 
<www.bzpower.com/forum/index.php?showtopic=30785>, 25 January 2007. 
68  K. Gilbert, NewZealand’s Intellectual Property Concern, Press Release, 1 May 2003, 
<www.scoop.co.nz/stories/PO0305/S00012.htm>, 2 February 2007. 
69  ‘Ethics: Sony fights ethical battle with Maoris’, ICIS Newsletter, May 2003 (Source: Politiken 30 
April 2003) <www.iciscenter.org/html/4_resources/news0503.htm>, 2 February 2007. 
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C  TCE on the Internet – Americans playing didgeridoos 
 
Recently, a group of Australian indigenous people were confronted with a 
situation in which their TCE was being disseminated on the Internet in what they 
regarded as an inappropriate manner. In this case, two white American males had set 
up a website called Dragon Fly Rhythms to promote their business, which consisted 
of playing didgeridoos in concerts and other public performances, teaching others to 
play didgeridoos in workshops and lessons and selling didgeridoos online.70 In 
February 2007, leaders from seven Arnhem Land clan groups, including Galarrwuy 
Yunupingu – a member of the famous band Yothu Yindi – wrote to the American 
didgeridoo players advising them that sacred stories were recounted on the Dragon 
Fly Rhythms website without permission and some of the designs depicted there were 
an infringement of Yolngu law.71 In particular the objections related to: 
• the painting of the men’s bodies black and with traditional symbols as seen in 
a video and on the website which ‘shared sacred stories without permission 
and some of the designs depicted trespasse[d] on Yolngu law and men’s 
ceremony’; 
• the painting of bands of dots on the men’s arms saying: ‘For Galpu people, 
this is our private signature that related to our saltwater country and the 
sacred olive python. We have seen the shape of Yirritja thunder clouds on 
your chest and face painting with dots reminiscent of Marrakulu, Galpu and 
Rirratjingu designs’; 
• the use of ‘new designs’ stressing that designs are part of the identity of clans, 
and cannot be borrowed or imitated; 
• sharing a sacred story on the website with no credit as to the source of the 
story – they wrote: ‘This story is ours to hold and ours to tell. Do not talk 
about what you do not know.’72 
 
While the indigenous group did not object to people worldwide playing the 
didgeridoo they did object to the Americans attempting to ‘imitate’ Aboriginal 
culture. The letter stated: ‘We want you to play and enjoy the yidaki, but to be who 
you are. Do not imitate us.’73 The initial response received by one of the 
representatives of the indigenous groups, Lewis Burns, said that Dragon Fly Rhythms 
would ‘formulate a general response, presumably for posting on the website’.74  
 
This was followed by a letter from Lindsey Dank (one of the men involved) 
apologizing for any offence that had been caused. This letter is available from the 
Dragon Fly Rhythms website and reads in part: 
 
Neither I, nor my Dragon Fly Rhythms partner Jeremy, nor our educational show co-
performer Darren claim, and never have claimed, to be Aboriginal or affiliated in any way 
with an indigenous Australian tribe or clan. In fact, during our shows and workshops we 
always state exactly who we are: a bunch of Caucasian guys living in America … 
 
                                                 
70  See Dragon Fly Rhythms (undated) <www.dragonflyrhythms.com/>, 8 March 2007. 
71  ‘Didg culture war’ The Koori Mail (Australia), 28 February 2007, p. 5. 
72  Ibid. 
73  Ibid. 
74  Ibid. 
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I cannot possibly explain how devastated I am that I have unintentionally offended people of a 
culture that I hold in such high regard. I do admit that now, after looking at the website from 
other points of view, I have been ignorant and certainly presumptuous. Please let me express 
how deeply I wish I had had a dialogue with more Aboriginals before the launching of my 
website because I assure you that while I was naïve, I had much better intentions than what 
has resulted … 
 
Jeremy and I have already begun vast changes to the website. We are deeply committed to 
being more respectful and aware of the Aboriginal culture when we play the didgeridoo and 
educate this society about it.  
  
Since we cannot erase the mistakes of the past, we are committed to learning from them.75  
 
There are no longer pictures or videos of performances on the website which involve 
the men painting their bodies or otherwise imitating indigenous culture. There is also 
a page of discussion about the men’s intentions and performances where it is stressed 
that they play and make ‘non-traditional didgeridoo(s)’. Dragon Fly Rhythm seems 
quite responsive to indigenous concerns, although the indigenous groups say that the 
issue was raised, and nothing done, several years ago.76  
 
While the indigenous people in this situation were keen for people worldwide 
to learn more about their culture including via the Internet they were upset by the way 
in which TCE was used. Creating a greater awareness of TCE and an effective 
mechanism for raising a complaint and having the situation remedied seems vital to 
an Internet world that respects indigenous culture. If a workable protocol had been in 
place and Dragon Fly Rhythm was aware of it, the issue may not have arisen. 
Furthermore a defined and workable dispute resolution process could have provided a 
quicker mechanism for solving this issue.  
IV  Proposals – going digital 
 
As suggested previously, until the protection of TCE is explicitly dealt with in 
a sui generis worldwide legislative regime, the role of protocols in the Internet world 
will be an important consideration.77 The terms of use agreements considered above78 
and the responses by Lego, BZPower and Dragon Fly Rythyms to consider issues 
relating TCE, while not perfect, provide some insights as to why and how we might 
develop and reinforce such protocols.  
 
The course of action we suggest in order to provide more consideration and 
protection of TCE in the Internet world is that: 
 
• education and awareness campaigns be launched to make access 
corporations, Internet users and communities aware of TCE;  
• protocols be generated specifically for the Internet context;  
• terms of use expressly mention TCE; and 
                                                 
75  Available by clicking on the ‘Message Board’ link at <www.dragonflyrhythms.com/>, 8 March 
2007. 
76  ‘Didg culture war’ The Koori Mail (Australia), 28 February 2007, p. 5. 
77  WIPO Draft Provisions for the Protection of Traditional Cultural Expressions/Folklore, 
WIPO/GRTKF/IC/9/5 n. 8 above; WIPO Draft Provisions for the Protection of Traditional 
Knowledge, WIPO/GRTKF/IC/9/5, n. 9 above.  
78  See Part III.A, above. 
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• notice and take-down procedures be considered.   
 
This course of action would be implemented through pre-release measures designed 
to prevent the uploading or posting of TCE in inappropriate or offensive ways and 
post-release measures designed to ensure that such material is dealt with once 
discovered or notified.  
A  Pre-release actions  
1  WIPO: summit and education program 
 
We consider that a useful starting point for better protection of TCE in the 
Internet world would be for WIPO to host a global summit in person and online to 
formulate proposals for an Internet protocol on TCE. The summit would ideally 
discuss the issues facing the protection of TCE before formulating a draft protocol 
which could be used by willing corporations or communities to further the protection 
of TCE in the Internet world. It could be beneficial in our view for a number of 
reasons. 
 
Firstly, such a summit would complement the current work of WIPO 
regarding legislative measures designed to prevent misuse of TCE. While WIPO is 
working on legislative proposals, it will take time for them to be implemented in 
individual jurisdictions. During that time, the spread of information regarding TCE 
could be enhanced by a wide-ranging summit on the Internet issues. Further, any 
work on protocols suitable for the digital environment would appear to fit within the 
ambit of WIPO’s current work on customary law and protocols. 
 
Secondly, it could be an open forum for all interested parties to participate. 
Indigenous people, importantly, would need to play a major role in the summit. They 
could express the importance of TCE to their peoples and cultures in a way that may 
have more impact on corporate participants than an article or book. They could 
highlight the threats that technologies such as the Internet pose to their TCE, and their 
views on how it should be protected. Key access corporations should be invited to 
participate to discuss their abilities and motivations regarding TCE. Representatives 
from user-generated communities could outline their current activities and the 
processes they employ to inform the release of information within their communities.  
 
Thirdly, the summit’s output could serve a valuable education purpose. The 
ideas and thoughts of the participants (not just the resultant protocol) could be 
distributed as far and wide as possible, using the ability of the Internet to spread 
information in a distributive manner. We suggest that WIPO set up a live blog of the 
conference and complementary discussion forums (including wikis), or conduct the 
conference entirely online using discussion forums,79 to allow persons all over the 
world to discuss the issue. The outcomes of this may not be simply the drafting of a 
protocol – it also puts TCE into the general consciousness of the everyday Internet 
user. 
                                                 
79  As was done by WIPO for the Online Summit on Intellectual Property in the Information Society, 
1–15  June 2005. See WIPO, Online Forum on Intellectual Property in the Information Society 
(undated) <www.wipo.int/ipisforum/en/>, 1 March 2007. 
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2  Terms of Use  
 
In addition to awareness of these issues being raised through WIPO and the 
development of a workable protocol, access corporations need to be persuaded to take 
some interest and responsibility in these issues. As a starting point, access 
corporations could, through their Terms and Conditions or Acceptable Use Policies,80 
explicitly mention and explain the notion of TCE and any applicable protocol to their 
customers, reserving themselves a contractual right to remove access to such material. 
We acknowledge that this task may appear daunting, however WIPO’s Draft Articles 
on TCE81 provide a clear guide as to what kind of material is protected, what conduct 
should be prohibited, and what exceptions might be allowed. These principles 
formulated by WIPO through many years of consultation can easily be translated into 
everyday language and inserted in Terms of Use and form the basis of an emerging 
protocol. For example, Terms of Use and an associated Internet protocol could prompt 
users to consider where the material in question originated and whether they are 
misusing it, by providing:  
 
• a simple, workable definition of TCE (for example – ‘material which includes 
traditional cultural information or an expression of traditional culture or has 
been created using traditional cultural techniques or ideas’). This definition 
must be simple enough to be used by a non-legally educated user of the 
website or service; a more specific definition such as that proposed by WIPO 
would be more appropriate for use in the reviewing of materials by trained 
employees of the relevant corporation.  
• a list of acts that cannot be done without the consent of the particular 
traditional group or person who ‘owns’ the TCE, such acts including: 
o reproducing, publishing, communicating, uploading or broadcasting 
the material; 
o not acknowledging the source of the material; 
o distorting, mutilating or otherwise treating the material in a derogatory 
manner; 
o releasing material which is meant to be secret or confidential; 
o including false or misleading information with the material; and 
o commercially exploiting the material 
• a list of exceptions under which you can do the above acts, including: 
o for teaching, learning, research or study; 
o for the genuine criticism, review or reporting of the news; 
o for use in legal proceedings; and 
o to include in repositories of cultural expressions/items of cultural 
heritage; 
but only where such use is adequately balanced against the rights of 
indigenous peoples . 
• a process for obtaining permission to do any of the above acts (for example, 
consulting with the relevant community, or an agent of the community, and 
obtaining a written authorization) 
• consequences for releasing TCE in breach of the policy.82 
                                                 
80  See Part III.A, above. 
81  WIPO/GRTKF/IC/9/4, n. 8 above. 
82  See Part IV.C. 3, below. 
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3  Labelling/badging of TCE by indigenous groups 
 
The notion of labelling intellectual property has been around for a long time; 
marks such as ™, © and ® are used everyday. More recently, labelling or badging has 
been used for licensing terms such as Creative Commons83 or Licensa licences.84 The 
labelling or badging of materials as ‘TCE’ would allow persons to realize that content 
they may be reproducing from other websites or hard copy is TCE and should be 
treated differently to other material.85 This would further enhance the spread of 
knowledge about TCE, what it is, and the importance of treating it respectfully. 
 
This type of badging could serve three other important purposes. Firstly, it 
would encourage indigenous people to upload and disseminate their TCE on their own 
website or blog by ensuring that users are aware of its status. Indigenous people have 
shown a desire to display their TCE and other cultural information on the Internet: 
they are not wholly against TCE being released on the Internet, just concerned as to 
the misuse of it downstream.86 
 
Secondly, a TCE badge could act like a Creative Commons or Licensa badge 
and indicate usage terms for the material. The original uploader of the material could 
then set out how their material should be used (for example, excluding derivative 
works and commercial use).  
 
Thirdly, information which is badged could be treated more authoritatively by 
the Internet community than material which is not. For this to work, there may need to 
be a verification process of the pages or material to which the badge is attached, and 
agreement within indigenous groups as to who could verify that material was accurate 
and decide what could be badged.87  
b  Protocols for action post-release 
 
Once material has been released on the Internet, the concern of indigenous 
people is that it be taken down, corrected or modified so as to conform to respectful 
uses of TCE. That can be achieved in a number of ways; however the common thread 
is that key players in the Internet regulation space would need to be motivated to 
solve the issue before any progress will be made. 
1  Breaching terms and conditions or acceptable use policies 
 
                                                 
83  See Creative Commons website (undated) <www.creativecommons.org>, 9 February 2007. 
84  See Licensa Sensible Copyright Solutions (2006) website <www.lisensa.com/>, 9 February 2007. 
85  Some have suggested that badging with an appellation of origin or geographical indicator or 
collective or certification mark  may also serve to protect against the misappropriation of cultural 
material: see further Janke, Our Culture: Our Future, n. 12 above, Section 3.14, (ch. 19). See also 
Michael Blakeney, this volume. 
86  Janke, Our Culture: Our Future, n. 12 above, Section 3.14; and see, for example, ‘The Maori People 
of Aotearoa New Zeraland’ (2006) <www.maaori.com/people/>, 1 March 2007,  which describes 
itself as ‘A brief outline of Maori history both before and after the coming of the European to 
Aotearoa/New Zealand, and some notes on Maori culture’. 
87  Again, this process could be informed by verification processes used for collective and 
certification marks: see further Janke, Our Culture: Our Future, n. 12 above, ch. 19. 
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As discussed above,88 the terms and conditions and acceptable use policies of 
content hosts, ISPs and user-generated communities could be altered to recognize and 
protect TCE. The consequences of breaching these terms should, in our opinion, be 
the same as those for copyright infringement or uploading or hosting of 
offensive/obscene material. That is: 
• in the case of content hosts (including YouTube and other user-generated 
communities and network content hosts such as Telstra and Optus) that the 
offending content be removed and in the case of repeat offenders, the ability to 
upload material removed; 
• in the case of ISPs, access to the Internet be disabled; and 
• in the case of search engines, that the hyperlink to the offending page be 
removed from result lists. 
 
This action would not require any legislative change as it would be effected through 
the law of contract. 
2  Recognizing the misuse of TCE 
 
It seems clear that in the Internet world, it is far simpler to allow users and 
viewers to mark material as a misuse of TCE rather than putting the responsibility 
solely on the ISP or content host. A similar procedure to that used by Google (in 
Blogger) and YouTube of allowing users to flag content as inappropriate could be 
easily implemented by other corporations. Once flagged by a sufficient number of 
people, it would be reconsidered by employees at the corporation to determine 
whether it should be removed. As the current ‘flag as inappropriate’ buttons89 are not 
restricted to copyright infringing or pornographic material, they could be used for this 
reason immediately: the immediate obstacle to implementation is the lack of 
education on the part of the screening employee as to what constitutes a misuse of 
TCE. 
3  Actions to take post release – consultation, investigation, notification, 
mediation and take-down 
 
Once materials have been flagged as inappropriate by users, it is suggested that a 
process of consultation and investigation should be initiated to determine: 
• whether the material does include TCE; 
• where the material was sourced; 
• whether the use is a misuse of TCE; and 
• who uploaded the material and whether they have a fair claim to using it. 
 
This does, admittedly, require some effort and commitment from key access 
corporations. At an initial level, they would need to start a dialogue between 
themselves and the person offended by the content. This could be positive for their 
reputation in the community, as was clear from the Lego case. Any proposed protocol 
should cover how the dispute is to be handled and formalize the process of 
investigation, notice and take down. 
 
                                                 
88  See Part IV.B.1, above. 
89  See Part III.A. 
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As a starting point, we suggest that the protocol could include: 
• a preliminary and compulsory dialogue between the corporation and the 
persons offended (or, for convenience, their representative) and the person 
who uploaded the material; 
• the creation of a forum for online dispute mediation between the offended 
parties and the uploader for an exchange of views and an attempt to solve the 
problem without other intervention; 
• an independent decision as to whether the material is inappropriate with regard 
to its use of TCE; 
• notification of the person who uploaded the material as to its offensiveness, 
reasons given for its classification as offensive and a time period for the 
person to modify, alter or remove it; and 
• removal of the material if the person does not comply with such an order. 
 
The mediation could be performed by: 
• WIPO, in a similar format to its online mediation services and domain name 
dispute arbitrations. However, there may be concerns as to the appropriate 
amount of indigenous input and cost issues. Having all disputes resolved by 
one body would add to the consistency of the approach to disputes; or by 
• the corporations themselves. This would place more of the expense on the 
corporation and may make them less likely to voluntarily adopt the protocol. It 
could also be seen as being an insular process as no third part arbiter is 
involved. However, as things currently stand, access corporations under their 
various contractual agreements possess considerable discretion in relation to 
content. As to whether they can effectively play the role suggested here is 
something that could be productively pursued at any WIPO summit.  
 
The notice and take-down procedure could mirror that in place under the 
Digital Millenium Copyright Act 1998 in the United States. There, if a copyright 
owner becomes aware of infringing material on the Internet, they are to serve a notice 
on the ‘designated agent’ of the service provider (ISP, user-generated community or 
search engine) which sets out the material which is infringing, information about the 
complaining party and their ability to act for the copyright owner, and a statement that 
the complaining party believes in good faith that the use is infringing.90 
 
The service provider must then expeditiously remove the material, or access to 
the material, and notify the person responsible for the material.91 The person 
responsible is then able to serve a ‘counter-notice’ claiming that the material was 
wrongly removed.92 Once the service provider has notified the original complainant of 
the counter-notice, the complainant must bring a legal action in the District Court 
within 14 days or the service provider will reinstate the material.93 Of course, the 
conditional nature of reinstatement of material (i.e. on an action being started) could 
not be implemented regarding TCE until there was sufficient legal regulation of TCE 
to underpin the system. The general process of notices from the complainant and the 
person responsible for the material, however, is one which takes account of all parties 
                                                 
90  17 U.S.C. 512(c)(3). 
91  17 U.S.C. 512(c)(1). 
92  17 U.S.C. 512(g)(2). 
93  17 U.S.C. 512(g)(2). 
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concerned and could easily be applied to TCE. A counter-notice in the TCE system 
could be met with a requirement to enter a mediation process.  
 
Due to the difficulty in screening or monitoring every piece of information 
uploaded to the Internet, the protocol should not be seen as a warranty that content 
would be pre-screened by the relevant corporation before it is uploaded for viewing. 
Rather it is a commitment by the corporation that if complaints are made, it will 
provide an adequate mechanism to review the material with the protection of TCE in 
mind. 
V  Conclusion 
 
The argument made in this chapter is that we should implement a clear protocol for 
the use of TCE in the Internet world and call on Internet access corporations and user-
generated communities to assist with its implementation. Further it is argued that 
through the auspices of WIPO and the Internet itself we should promote an education 
and awareness campaign about the significance and special nature of TCE. By 
undertaking these activities we raise the prospect that indigenous people will not only 
be active participants in the Internet world but that they may very well influence its 
culture.  
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